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Blue Essentials , Blue Advantage HMO , 
SM SM 

Blue PremierSM and MyBlue Health 
Provider Manual 

Section J 
Other Information Overview 

Important Notes: 
Throughout this provider manual there will be instances when there are references unique to Blue EssentialsSM, Blue Advantage HMOSM, Blue 
PremierSM and MyBlue HealthSM. These specific requirements will be noted with the plan/network name. If a plan/network name is not specifically 
listed or the "Plan" is referenced, the information will apply to all products. 

Capitated Medical Groups - Health care providers who are contracted/affiliated with a capitated Medical Group must contact the Medical Group 
for instructions regarding referral and prior authorization processes, contracting and claims-related questions. Additionally, health care providers 
who are not part of a capitated Medical Group but who provide services to a member whose PCP is contracted/affiliated with a capitated Medical 
Group must also contact the applicable Medical Group for instructions. Health care providers who are contracted/affiliated with a capitated Medical 
Group are subject to that entity’s procedures and requirements for the Plan's provider complaint resolution. 

Blue Cross and Blue Shield of Texas, a Division of Health Care Service Corporation, 

a Mutual Legal Reserve Company, an Independent Licensee of the Blue Cross and Blue Shield Association 

SM 
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1 Member Rights and Responsibilities 

Each HMO member has certain rights and responsibilities when receiving health care services and should 

expect the best possible care available.  The plan provides the following information to members so they  can 

be informed customers and active participants in their selected health plan. 

1.1 Member Rights 
You have the right to: 

• Select and/or change your primary care provider, and know the qualifications, titles and responsibilities
of the professionals responsible for your health care.

• Be provided with information about your HMO; health care benefits, copayments, copayment
limitations and/or other charges; service access; changes and/or termination in benefits and
participating providers; exclusions and limitations.

• Receive prompt and appropriate treatment for physical or emotional disorders and participate with your
providers in decisions regarding your care.

• Express opinions, concerns, complaints and appeals regarding any aspect of the HMO program in a
constructive manner.

• Be treated with dignity, compassion and respect for your privacy.

• Receive timely resolution of complaints or appeals through Customer Service and the HMO complaint
procedure.

• Have all medical and other information held confidential unless disclosure is required by law or
requested in writing by you.

• Have access to review by an Independent Review Organization.

• Make recommendations regarding your Blue Essentials and Blue Advantage HMO rights and
responsibilities policies.

• Right to refuse treatment and be informed of the medical consequences as a result of this decision.

• Have a candid discussion of appropriate or medically necessary treatment options for your condition,
regardless of cost or benefit coverage.

1.2 Member Responsibilities 
You have the responsibility to: 

• Meet all eligibility requirements.

• Identify yourself by presenting your ID card and pay the copayment and any other applicable amount
due at the time of service for network benefits.

• Establish a physician/patient relationship with your PCP and seek your PCP’s medical advice/Referral
for network services prior to receiving medical care, unless it is an emergency situation, or services
are performed by your HMO participating OB/GYN.

• Understand the medications you are taking and receive proper instructions on how to take them.

• Communicate complete and accurate medical information to health care providers.

• Call in advance to schedule appointments with network providers and notify them prior to canceling or
rescheduling appointments.

• Ask questions and follow instructions and guidelines given by providers to achieve and maintain good
health.

• Discuss disagreements and/or misunderstandings regarding treatment from providers.

• Notify your PCP or HMO within 48 hours or as soon as reasonably possible after receiving emergency
care service.;

• Provide, to the extent possible, information that HMO needs in order to administer your benefit plan,
including changes in your family status, address and phone numbers within 60 days of the change.

• Read your EOC for information about HMO benefits, limitations, and exclusions; and

• Understand your health conditions and participate to the degree possible in the development of
treatment goals mutually agreed upon between you and your provider.
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2  Benefit Exclusions 
 Although Plan networks offer comprehensive health care benefits to its members, there are some services that are 
 not covered. Some common exclusions may include: 

• Cosmetic surgery

• Sex transformation

• Dental care

• Custodial care

• Personal comfort items

• Fertility drugs

• Experimental/investigational procedures

• Private rooms (unless medically necessary)

• Routine foot care

• Elective abortions

For detailed information about what is and is not covered, check eligibility and benefits using Availity® or your 
preferred electronic vendor or contact provider customer service @ 800-451-0287. 

You can also refer to Non-Reimbursable Experimental, Investigational and/or Unproven Services (EIU) on 
the  Reimbursement Policy page of the provider website. 

3  Member Complaint Procedure 
The Plan complaint process, regarding quality of care or service, may be initiated by the member, the treating 
health care provider or other individual designated to act on behalf of the enrollee. The member may express 
dissatisfaction by contacting the Plan Customer Service Department. If the issue is not resolved to the member’s 
satisfaction, the member may file a complaint with the Plan Customer Service Department. 

The dissatisfied member may complain orally or in writing by letter to the Plan Customer Service Department. 
Complaints involving presently occurring emergencies will be accepted by phone. Administrative complaints are 
reviewed by the Plan Customer Service Department. Medical issues are reviewed by the Plan. The advisory 
committees review quality of care issues. The Customer Service Department sends a written response to the 
member if the response is received in writing. 

The Plan decisions regarding complaints can be appealed by the member. The member has the following options: 

• Request a review by the Plan Complaint Appeal Panel. (The Panel consists of equal members of the
Health Plan staff, physicians or professional providers, members who are not health plan employees and
an appropriate specialist, if applicable).

• File a complaint with the Texas Department of Insurance (if their group is regulated by the state)

4  Provider Inquiry and Complaint Resolution 
Participating health care providers should direct telephone or written inquiries or complaints to the Plan Customer 
Service Department. Inquiries and complaints will only be acknowledged and processed when they are received 
from the health care provider or a person in the provider’s office, or by a representative of the health care provider 
whose authority is assigned by the health care provider. 

An inquiry may become a complaint when the member or provider is still dissatisfied with the resolution of the 
inquiry. A Customer Service Advocate will be assigned to each complaint. The Customer Service Advocate 
assigned to an oral complaint will request in writing that the health care provider submit the complaint in a letter. 
Written complaints will generally be acknowledged within 5 days of their receipt. The Plan will endeavor to resolve 
complaints in writing within 30 days following receipt of all information necessary for resolution. In cases related to 
medical necessity denials, or experimental/investigational denials, the provider may still have appeal options.  
However, this resolution exhausts the complaint review.   

For requirements related to inquiries or complaints by a health care provider on behalf of a Plan member, refer 
above for the Plan Member Complaint Procedure. 

For requirements related to claim reviews of claims payment, refer to the Claim Review Process in Section F, 
Filing Claims of this provider manual. 

https://www.bcbstx.com/provider/standards/standards-requirements/cpcp
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 5 Texas Department of Insurance (TDI) Required Notice Posting 
The Texas Department of Insurance Texas Insurance Code § 843.283 requires contracted physicians and 
providers to post the plan’s process for resolving complaints with the organization, and it must include the 
managing department’s toll-free telephone number for filing a complaint. This requirement must be written into 
physician and provider contracts.  The posting in provider offices serves as notification to plan enrollees and 
reads as follows: 

IMPORTANT NOTICE TO PEOPLE COVERED BY HEALTH MAINTENANCE ORGANIZATIONS 

If you are dissatisfied with any aspect of your HMO, you or a designated representative may direct complaints to 
the HMO’s customer service department by mail or by calling the toll-free telephone number on the back of your 
identification card.   

Upon request, your HMO must give you a complete description of its complaint process. Texas law requires 
the HMO to: 

• Send you a letter telling you the HMO received your complaint

• Resolve the complaint within 30 days of receiving it (complaints involving emergencies or extended
hospital stays must be resolved within one business day)

• Give you a written response explaining the resolution of your complaint which must include the
specific medical reasons, as applicable, for its response and the kinds of health care providers consulted

• Allow you to appeal to a panel that includes other people covered by your HMO.

   If you disagree with an HMO decision to deny care because the HMO says it is not “medically necessary”, 
   you have the right to an independent review of that decision. This review is under the direction of  
 TDI. 

 You may complain to the Texas Department of Insurance at any time about your HMO. TDI can also 
 give you more details about the HMO complaint process by utilizing their online complaint system or 
 contacting the Texas Department of Insurance Consumer Helpline at 800-252-3439. 

6  Patient Protection Information 
Emergency Services 

  Primary Care Providers, or a designee, are available to patients 24 hours a day, 365 days a year. Patients must  
  notify their PCP within forty-eight (48) hours of receiving Emergency Care, or as soon as possible without the act 
 of notification causing medical harm or injury.  The HMO will pay for a medical screening examination or other 
  evaluation required by Texas or federal law and provided in the emergency department of a hospital emergency 
 facility, freestanding emergency medical care facility, or comparable emergency facility that is necessary to 
 determine whether an emergency medical condition exists. 

 Continuity of Care 
 In the event of termination of a health care provider, Plan will use its best efforts to provide at least 30 days’ 
  notice to members receiving care from the health care provider of the impending termination. The health care 
 provider must agree to cooperate with, and to provide reasonable assistance upon request, to the Plan to 
 affect such notice. 

 Termination of a health care provider participation in the Plans will not release the health care provider from  
  his/her obligation to continue ongoing treatment of a member of “special circumstance” or the Plans from their 
  obligation to reimburse the health care provider for such services at the Plan's contracted rate. Special 
 circumstances as defined in the Texas Insurance Code will be identified by the health care provider who must 
 request that the member be permitted to continue under his/her care and who must agree not to seek  
  payment from the member for any amounts for which the member would not be responsible if the health care 
 provider had not terminated. 

 The health care provider’s and the Plan’s obligations will continue until the earlier of the appropriate transfer 
 of the member’s care to another Plan health care provider, the expiration of 90 days from the effective date of 
 termination of the health care provider with a terminal illness. 
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However, the obligation of the Plan to reimburse the terminated health care provider for services to a member 
who  at the time of the termination is past the 13th week of pregnancy, extends through delivery of the child, 
immediate  postpartum care, and the follow-up checkup within the first six weeks of delivery. 

The health care provider must also agree to cooperate in the referral of members to other participating Plan 
health care providers in order to assure continuation of care. Disputes regarding continued treatment will be 
handled through the health plan’s complaint process. 

Non-Retaliation 
The Plan will not engage in any retaliatory action against a health care provider including termination of his/her  
participation in the Plan, because a health care provider has on behalf of a member, reasonably filed a 

complaint  against the Plan or appealed a decision of the Plan. 

7  Privacy of Health Information Overview 
The following information provides a summary of Blue Cross and Blue Shield of Texas (BCBSTX) 
Privacy Policies and Procedures: 

The regulations are long and complex, but they can be grouped into five main topics: 

1. Consent and Authorization:
This refers to the permission a person must give for us to use or disclose his or her Protected Health 
Information (PHI). BCBSTX will be dealing mostly with authorizations.

2. Use, Disclosure and Minimum Necessary: These rules talk about when and\ how to use or disclose 

PHI. In most cases, we must use or disclose only the least amount, the minimum necessary, of PHI 

needed to do a certain task.

3. Individual's Rights:

The person who is the subject of PHI has five major rights.

a. The right to ask for access to his/her PHI and receive a copy or view it on location

b. The right to ask for an amendment to his/her PHI

c. The right to receive a listing of all recorded disclosures of his/her PHI

d. The right to ask for further restrictions on the use and disclosure of his/her PHI

e. The right to ask that any communication with the person regarding his/her PHI be carried 
out through confidential means that differ from the normal methods of contact, such as mail 
to the home address

4. Business Associates (BA):
Outside persons or entities that carry out a function on behalf of BCBSTX are our business associates. 
They must follow the privacy regulations, too, and be allowed to access only certain PHI, as outlined in 
their contract.

5. Administrative Requirements:
There are several things that BCBSTX must do to oversee compliance with the privacy regulations. They 
include such activities as naming a privacy officer, creating a privacy office, writing privacy policies and 
procedures, sending out a notice of privacy practices and training its workers about its privacy policies.

8 BCBSTX Corporate Privacy Policies 
BCBSTX's Corporate Privacy Policies follow. Authorized management in the division is responsible for 
implementing these policies and associated procedures, except where noted. 

Policy #1: Documentation of Privacy Policies & Procedures 
Authorized management in each applicable BCBSTX operational area provides annual written certification to 
the Privacy Office regarding the accuracy of the operational area’s privacy policies and procedures in 
compliance with this policy.  In addition, each operational area is responsible for modifying, amending, and 
implementing the policies and procedures as necessary throughout the year to ensure continued compliance 
with this policy and applicable laws and regulations. All policies and procedures are subject to BCBSTX 
Privacy Office review to ensure continued compliance. 

Workers in each operational area must be provided access to and receive training on all relevant Corporate 
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Privacy Policies and Procedures and any Departmental/Divisional Privacy Policies. 

Policy #2: Privacy and Security Complaints 
Privacy and security complaints are responded to in writing following receipt of a complete, written complaint 
or as required by state law or regulation and in accordance with any appropriately approved corporate 
procedures. Each complaint is entered into BCBSTX’s incident tracking database in a timely manner. 

Policy #3: Safeguarding Personally Identifiable Information (PII) & Business Confidential Information  

(BCI)  

BCBSTX data shall not be transmitted to, processed in, or stored outside of the United States. BCBSTX data 
may only be viewed from locations outside of the US by using technology that ensures data remains within 
the US and meets all applicable security and corporate requirements.  

All BCBSTX initiatives and processes that propose to transmit to, process in, store BCBSTX data offshore or 
access PII and/or BCI from offshore must be evaluated and approved by the Privacy Office, Legal, 
Information Security, Operational Excellence & Shared Services, Procurement and Audit Services (through 
the PALS Advisory Committee) to ensure compliance with US and potentially non-US laws.  

All Artificial Intelligence related initiatives must be evaluated by the Responsible Artificial Intelligence 
Committee (RAIC) and shall be referred by RAIC to PALS based on their creation, use, transmission, 
storage, or processing of PII (PHI, CPI, SPI) and BCI, among other considerations.  

Management in each BCBSTX operational area is responsible for complying with this Corporate Privacy 
Policy and the accompanying Procedure. In addition, operational areas are required to develop, implement, 
and maintain policies and procedures to ensure compliance with this policy and any applicable laws and 
regulations. All policies and procedures are subject to BCBSTX Privacy Office review to ensure continued 
compliance. The BCBSTX Privacy Office is responsible for verifying this policy and any associated corporate 
procedures have been implemented in all operational areas.   

Policy #4: Training of Privacy Policies and Procedures  

Management in each BCBSTX operational area is responsible for complying with this Corporate Privacy 
Policy and accompanying Corporate Privacy Procedure. In addition, each operational area is responsible for 
the development, communication and compliance of relevant departmental/divisional procedures that support 
this Privacy policy. All departmental/divisional privacy policies and procedures are subject to BCBSTX 
Privacy Office review annually to ensure continued compliance with BCBSTX’s Privacy Program. 

Policy #5: Disclosure Tracking 
BCBSTX and its applicable Business Associates must track, and record Disclosures of Protected Health 
Information (PHI) as required by law and in accordance with relevant corporate/ divisional/departmental 
procedures. BCBSTX operational area management is responsible for complying with this Corporate Privacy 
Policy and accompanying Corporate Privacy Procedure. In addition, they are responsible for the development 
and compliance with relevant divisional/departmental procedures that support this policy. Divisional/
departmental Privacy Procedures are subject to BCBSTX Privacy Office review annually. 

Policy #6: Authorizations for Personally Identifiable Information 
BCBSTX must obtain a signed Standard Authorization Form (SAF) from a member or the member’s personal 
representative, prior to disclosure of Personally Identifiable Information (PII) in situations where it is required 
by law or contract and in accordance with relevant corporate/divisional/departmental policies and procedures. 

Policy #7: Minimum Necessary  
BCBSTX workers may only access the Minimum Necessary PII and BCI needed to perform their job 
responsibilities. Only BCBSTX suppliers with appropriate executed agreements are permitted access to and 
use of only the Minimum Necessary amount of PII or BCI appropriate to perform their contracted services.  

Workers, Business Associates, or others that may have access to an BCBSTX system containing PII, are 
prohibited from directly accessing that system to either view or change: 

A. their own PII.
B. the PII of anyone that asks for assistance on behalf of themselves; or
C. the PII of any other individual, including but not limited to, co-workers, family members, friends,

next-door neighbors, acquaintances, etc.
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Individuals requesting assistance must be advised to contact Customer Service using the number on their 
identification card. This includes Workers who are requesting assistance on behalf of themselves or others. 

Authorized management in each affected BCBSTX operational area is responsible for determining and 
documenting the Minimum Necessary information required to fulfill routine/recurring and non-routine/non-
recurring requests for disclosures of PHI as required by law and in accordance with approved Corporate 
Privacy Procedures whether working onsite or from a remote location. 

Management in each BCBSTX operational area is responsible for complying with this Corporate Privacy 
Policy and accompanying Corporate Privacy Procedure. In addition, they are responsible for the 
development and compliance with relevant divisional/departmental procedures that support this policy. 
Divisional/departmental Privacy Procedures are subject to BCBSTX Privacy Office review.  

Policy #8: Business Associates (BA) 
BCBSTX as a Covered Entity 
BCBSTX Workers who have a good faith belief that a BA has violated their BAA must report such suspected 
violation to their management. Authorized management document this report in writing and send a copy to 
their Divisional Privacy Officer (DPO) and/or their Divisional Privacy Coordinator (DPC). The DPO/DPC 
forwards it to the HCSC Privacy Office. The Privacy Office will work with Delegation Vendor Oversight and 
Supplier Management as well as Procurement. Potential violations by a BA will be resolved according to the 
terms of the BAA, corporate procedures, and applicable law. 

BCBSTX as a Business Associate  
Management in each HCSC operational area is responsible for complying with this Corporate Privacy Policy 
PO-8 and accompanying Corporate Privacy Procedure PR-08, though the Privacy Office works with these 
areas to ensure compliance. Likewise, the management in each HCSC operational area is responsible for 
the development and compliance with relevant divisional/departmental procedures that support this Policy 
with the input and support of the Privacy Office. Divisional/departmental Privacy Procedures are subject to 
HCSC Privacy Office review. 

Policy #9: Disclosure Accounting 
BCBSTX will provide an individual or an individual’s personal representative with a Disclosure Accounting as 
required by law and in accordance with relevant corporate/ divisional/departmental procedures. When 
BCBSTX serves as a Business Associate, the request for disclosure accounting will be handled in 
accordance with the terms of the Business Associate Agreement and applicable law. Each request for an 
accounting of disclosures 
is entered in the BCBSTX Disclosure Tracking Database per guidelines. The BCBSTX Privacy Office (PO) is 
responsible for implementing this Corporate Privacy Policy and the associated Corporate Privacy Procedure. 
All responses to Individuals for a Disclosure Accounting are processed by the Access Control Area (ACA). 

Policy #10: Requests to Receive Personally Identifiable Information by Alternative Confidential 
Means  BCBSTX will respond to a request from an individual or an individual’s personal representative, to 
receive Personally Identifiable Information (PII) which includes Protected Health Information (PHI), State 
Personal Information (SPI) and Contract Personal Information (CPI) by alternative means or location as 
required by law (“Confidential Communications”) and in accordance with relevant corporate/divisional/
department procedures. Requests to receive PII by these alternative means will be documented, timely and 
implemented, as appropriate. All requests are entered into the BCBSTX Privacy Rights Tracking Tool for 
tracking purposes. 

Policy #11: Requests to Access Personally Identifiable Information  
BCBSTX evaluates and provides a written response to the individual or their personal representative’s 
request to inspect and obtain a copy of the individual’s Personally Identifiable Information which includes 
Protected Health Information (PHI), State Personal Information (SPI) and Contract Personal Information 
(CPI) as permitted by law and in accordance with any relevant corporate/ divisional/departmental 
procedures.  Each request to access PII is entered into BCBSTX’s Privacy Rights Tracking Tools to ensure 
appropriate review and completion. BCBSTX Workers and Business Associates (BAs) may not access PII: 

A. that is not required as part of their job responsibilities or
B. on behalf of family members, friends, or acquaintances, even if the workforce member or BA is an

individual’s personal representative.
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BCBSTX Workers and BAs are required to direct inquiries for access to such PII through the appropriate 
operational area. 

Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy Policy 
and accompanying Corporate Privacy Procedure. 

Policy #12: Personal Representatives 
BCBSTX will disclose appropriate Personally Identifiable Information (PII) which includes Protected Health 
Information (PHI), State Personal Information (SPI), and Contract Personal Information (CPI) to personal 
representatives of an individual when the personal representative follows the same procedures as the 
individual in accordance with the law. The designation of an individual as a personal representative must be 
documented as required by law and in accordance with relevant corporate /divisional /departmental policies 
and procedures. 

Any Personal Representative who is a Worker or Business Associate may not access systems on behalf of 
themselves, family members, friends, or acquaintances. Workers must not use their position/resources within 
BCBSTX to assist co-workers, family members, friends, next-door neighbors, acquaintances, etc. These 
individuals must contact BCBSTX using the number on their ID card. 

Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy Policy 
and accompanying Corporate Privacy Procedure. 

Policy #13: De-identification of Personally Identifiable Information 
BCBSTX Workers and Business Associates (BA) will de-identify PII whenever possible in accordance with  
applicable law and approved corporate policies and procedures. 

Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy Policy 

and accompanying Corporate Privacy Procedure. 

Policy #14 Verification of Identity and Authority  
All Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy 
Policy and accompanying Corporate Privacy Procedure. 

Each operational area must establish procedures/guidelines that address the process for the 
authenticating/verifying the identities of staff from BCBSTX’s external partners (providers, customers, 
Business Associates etc.) prior to disclosing an individual’s PII via the telephone to limit the possibility of an 
impermissible disclosure. 

Any Worker or a Business Associate, who is an individual’s Personal Representative, may not access 
BCBSTX systems on behalf of themselves or the individual for whom they are a Personal Representative. 
These individuals must contact BCBSTX using the number on the member ID card. 

Policy #15: Disclosure of Personally Identifiable Information in Group Market Situations  
Prior to releasing information to self-insured group health plans or insured group health plans and its BAs, 
Workers must confirm that a signed Business Associate Agreement (BAA) between the parties has been 
received and on file. Upon receipt of a BAA in draft or signed, Workers must forward the contract to the 
appropriate BCBSTX Division designee, such as the Divisional Privacy Officer, for appropriate processing. 

Workers in each BCBSTX operational area are responsible of complying with this Corporate Privacy Policy 
and accompanying Corporate Privacy Procedure.  

Policy #16: Privacy Notices 
The BCBSTX Privacy Practices Notices (PPN) contains the necessary information required by HIPAA, GLBA 
and information required by state law. BCBSTX issues the PPN to each subscriber of an Insured Group 
Health Plan (IGHP) upon their enrollment, annually, and when any material changes are made regarding 
BCBSTX privacy practices as stated in the PPN. A single PPN sent to the subscriber is effective for all 
dependents covered under that subscriber. The PPN is posted on BCBSTX website, on BCBSTX’s member 
portal website and on each of the Medicaid/Medicare microsites. In addition, a PPN is provided to any 
individual who requests a copy. BCBSTX reviews the PPN at least once annually and as required by law. 
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The California Privacy Rights Act (“CPRA”) notice contains information about the rights California residents have 
regarding the information that HCSC may collect about them. The CPRA does not apply to the information we 
collect as a Covered Entity or a Business Associate of a Covered Entity under HIPAA. 

Additionally, applicable laws and regulations may require certain Privacy Statements on any digital asset. Any 
Privacy Statements on any HCSC digital asset is reviewed as needed or as required by law. The HCSC Privacy 
Office is responsible for the oversight and monitoring of HCSC’s compliance with this Corporate Privacy Policy 
and the associated Corporate Privacy Procedure. 

 Policy #17: Requests to Restrict Personally Identifiable Information 

In its role for treatment, payment, and health care operations, BCBSTX must provide individuals the ability to 
request restrictions on the use or disclosure of their Personally Identifiable Information. BCBSTX will allow 
individuals to request restrictions for other uses and disclosures such as disclosures made to family members of 
persons involved in the individual’s care. 

BCBSTX evaluates and responds to all requests to restrict Personally Identifiable Information (PII) which includes 
Protected Health Information (PHI), State Personal Information (SPI) and Contract Personal Information (CPI) 
upon receipt of a completed Restriction Request Form from the individual or individual’s personal representative 
as permitted by law and in accordance with approved corporate procedures.  Decisions regarding the request 
shall be made in writing to the individual or the individual’s personal representative. In addition, BCBSTX will take 
reasonable steps as required by law to communicate restriction request of PII to appropriate Business Associates. 

BCBSTX will review and adjudicate any such restriction requests as appropriate. If HCSC approves any such 
restriction requests, BCBSTX must comply with the agreed restriction except for purposes of treating an individual 
in medical emergency and certain other circumstances. 

  Policy #18: Requests to Amend Personally Identifiable Information  
In its role for treatment, payment, and health care operations, BCBSTX accepts, and processes requests to 
amend Personally Identifiable Information (PII). BCBSTX evaluates and responds to all requests to amend PII 
which includes Protected Health Information (PHI), State Personal Information (SPI) and Contract Personal 
Information (CPI) upon receipt of a completed Amendment Request Form from the individual or individual’s 
personal representative as permitted by law and in accordance with approved corporate procedures. Decisions 
regarding the request shall be made in writing to the individual or the individual’s personal representative. In 
addition, BCBSTX will take reasonable steps as required by law to communicate amended PII to appropriate 
Business Associates. 

 Policy #19: Use and Disclosure of Personally Identifiable Information 
A. ABUSE, NEGLECT OR DOMESTIC VIOLENCE SITUATIONS
Except where required by law, Workers, or BCBSTX’s Business Associates (BAs) will not disclose an individual’s
PII, for the purpose of reporting possible cases of abuse, neglect, or domestic violence. If disclosure is required,
only the Minimum Necessary information will be disclosed.

B. DECEDENTS
Workers and BCBSTX’s BAs may request or disclose the PII, of deceased individuals without obtaining an
authorization in the following situations:

1. To an executor, administrator, or other person that has authority to act on behalf of a deceased
individual as a personal representative of the individual’s estate.

2. To family members and others who were involved in the care or payment for care of the decedent prior
to death, PII, that is relevant to such person’s involvement, unless doing so is inconsistent with any prior
expressed preference of the individual that is known to the covered entity.

3. To other individuals as may be permitted by law.

If BCBSTX maintains decedent health information for longer than 50 years, following the date of death of the 
individual, this information is not subject to the HIPAA Privacy Rule. 

C. FUNDRAISING
BCBSTX may use or disclose PII for fundraising activities on behalf of itself or any other entity as permitted by
law. The Privacy Office (PO) should be contacted prior to committing to those activities. BCBSTX may solicit its
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employees for charitable and other fundraising purposes. 

D. GENETIC INFORMATION
BCBSTX may not use or disclose genetic information for underwriting purposes unless the policy is a long-term
care policy.

E. HEALTH OVERSIGHT ACTIVITIES
Workers may disclose an individual’s PII without the individual’s authorization to a health oversight agency or an
entity authorized to act on behalf of a health oversight agency for health oversight activities authorized by law.
Workforce members are required to verify the identity and authority of the party requesting the information.

F. LAW ENFORCEMENT, AVERTING A SERIOUS THREAT TO HEALTH OR SAFETY, DISASTER RELIEF,
JUDICIAL AND ADMINISTRATIVE PROCEEDINGS INCLUDING PROHIBITED PURPOSES RELATED TO
REPRODUCTIVE HEALTH CARE

Any request received for any of the above reasons regarding PII should be immediately routed to the BCBSTX 
Legal Department. 

G. LIMITED DATA SETS
BCBSTX may use a limited data set for the purpose of research, health care operations or public health as
permitted by law.

H. NATIONAL PROVIDER IDENTIFIER (NPI)
BCBSTX has obtained an NPI number for the purpose of determining whether an individual is eligible for
enrollment in one of BCBSTX’s government programs. The access and use of an NPI, to determine this eligibility,
expands our covered entity status to that of an insurer and a provider as defined by HIPAA. Operational areas that
need to utilize this NPI must develop appropriate procedures that will limit the sharing of PII between BCBSTX as
an insurer and BCBSTX as a provider prior to use.

I. OFFSHORE DATA STORAGE
BCBSTX data, which includes PII and BCI, must not be transmitted to, processed in, or stored outside of the US.
BCBSTX Workers and Business Associates may only view BCBSTX data from outside of the US using technology
that ensures data remains within the U.S. and protected through current encryption standards.

J. ORGAN DONATION PURPOSES
BCBSTX may disclose a decedent’s PII to organ procurement organizations or other entities engaged in the
procurement, banking and transplantation of cadaveric organs, eyes or tissue for donation or transplantation
purposes.

K. PSYCHOTHERAPY NOTES
BCBSTX will not request, use, or disclose an individual’s psychotherapy notes. Any BCBSTX department that
receives psychotherapy notes will immediately destroy them.

L. RACE, ETHNICITY and LANGUAGE (REL) DATA
BCBSTX will only collect and use REL data according to the requirements and limitations described in Corporate
Policy E.03 - Products and Services Non-Discrimination and in the   PO – Use of Race, Ethnicity and Language
Data Decision Guidance.

M. RECORD RETENTION
All records (including electronic and hard copies) must be maintained according to the BCBSTX Record Retention
Policy.

N. RESEARCH PROJECTS/INITIATIVES
BCBSTX may only disclose a Limited Data Set (LDS), or a De-identified data set for research purposes or as
permitted by law. If PII is needed for the project/initiative, the BCBSTX Chief Ethics, Compliance and Privacy
Officer must approve unless the BCBSTX operational area sponsoring the project/initiative engages the PO to set
up a process to secure the individual’s authorization prior to the release of the PII.

O. SEXUAL ORIENTATION AND GENDER IDENTITY (SOGI)
BCBSTX will only collect and use SOGI data according to the requirements and limitations described in the Use of
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Sexual Orientation and Gender Identity (SOGI) Data Decision Guidance. 

P. SOCIAL SECURITY NUMBERS (SSN)
Various laws require restrictions specific to the use and disclosure of an individual’s SSN. Except where allowed
by law, BCBSTX Workers and BCBSTX’s Business Associates (BAs) may not:

1. Publicly display or post an individual’s SSN.
2. Print the individual’s SSN on any card that is required for the individual to access products or services.
3. Print the individual’s SSN on materials that are mailed to the individual through the U.S. (United States)

Postal Service, any private mail service, electronic mail, or any similar method of delivery, unless state
or federal law requires the SSN to be on the document.

4. Require an individual to transmit their SSN over the internet, unless the connection is secure, or the
SSN is encrypted.

Q. SPECIAL GOVERNMENT PURPOSES
Requests for disclosure of PII for special government purposes shall be forwarded to the BCBSTX Legal
Department for review and direction prior to responding to such request per corporate policy.

R. SUBSTANCE USE DISORDER RECORDS
SUD patient records are subject to increased confidentiality protections under 42 CFR Part 2. BCBSTX limits the
use and disclosure of sensitive patient records and abides by 42 CFR Part 2 provisions for patient consent and
redisclosure.

S. TREATMENT, PAYMENT, AND HEALTH CARE OPERATIONS (TPO)
BCBSTX may use or disclose PII for TPO activities. Some examples include, but are not limited to, sharing PII
with a provider for treatment of a member, payment to a provider for health services and utilization or case
management.

T. WORKERS’ COMPENSATION
Only the Minimum Necessary amount of PII will be disclosed in accordance with state worker’s compensation law.

Policy #21: Outbound Calls/Text Messages - Telephone Consumer Protection Act Requirements 
BCBSTX operational areas engaged directly or with a contracted vendor to make outbound calls or send texts to 
either a landline or cell phone for Informational or Marketing/Advertising (Telemarketing) purposes must comply 
with the requirements described in PR-21 Outbound Calls/Text Messages (TCPA Requirements). If required, 
operational areas must develop and document Divisional Privacy Policies and Procedures. Staff involved in these 
types of activities must be trained on those policies and procedures. These activities are subject to BCBSTX 
Privacy Office review. 

Policy #22: Breach Notification 
BCBSTX provides notification to individuals as required by applicable federal and state law and in accordance 
with relevant corporate, divisional/departmental procedures.  In cases where there is no legal obligation, the 
company may, in its sole discretion, provide Breach notification or some form thereof based upon business 
decision making. 

Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy Policy and 
accompanying Procedure. 

Policy #23: Outbound Emails  
BCBSTX operational areas that send e-mails for commercial and advertising purposes must have  
Department/Divisional Privacy Policies and Procedures consistent and in accordance with this Corporate Privacy  
Policy and Procedure as well as applicable state and federal laws. 

Policy #24: Unsolicited FAX Advertisement 
 BCBSTX operational areas that send fax advertisements, must have Departmental/Divisional Privacy Policies  
and Procedures in accordance with this BCBSTX Corporate Privacy Policy and Procedure as well as applicable 
state and federal laws. 
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Policy #25: Privacy & Security Incident Management
BCBSTX evaluates and takes appropriate action for all Privacy and Security Incidents at BCBSTX, its Business   
Associates (BAs) and other contracted third-party suppliers. A Privacy or Security Incident (“Incident”) is a       
situation where BCBSTX, its BAs or contracted third-party supplier has an Incident that violates the BCBSTX   
Corporate or Divisional/Departmental privacy or security policies and procedures, applicable privacy or security      
laws/regulations, or contract requirements. Each affected BCBSTX operational area that becomes aware of an      
incident is responsible for reporting the Incident to their management and Divisional Privacy Officer (DPO) or      
Divisional Security Officer (DSO) and if applicable to their operational area leadership. The DPO or DSO is      
responsible for notifying the BCBSTX Privacy Office and providing all the necessary documentation regarding 
the Incident. 
Workers in each BCBSTX operational area are responsible for complying with this Corporate Privacy Policy and  
Procedure. 

 Policy #26: Marketing and Sale of Personally Identifiable Information (PII) 

BCBSTX requires authorized management in each affected BCBSTX operational area to review potential 
marketing and sale activities involving the use or disclosure of Personally Identifiable Information (PII) which 
includes Protected Health Information (PHI), State Personal Information (SPI), and Contract Personal 
Information (CPI). The operational areas must use the Marketing and Sale of PII Tool Decision Guidance and 
complete the associated document. The completed document must be sent to the Privacy Office (PO) for review 
and approval prior to initiating the activity. 

For marketing activities that involve financial remuneration (direct or indirect payment), a HIPAA compliant 
authorization that includes a statement about remuneration may be required unless the communication is related 
to: 

A. a face-to-face communication made by a covered entity to an individual; or
B. a promotional gift of nominal value offered by the covered entity.

The PO must be notified regarding any transactions that contemplate the sale of PII before any discussions begin. 

Workers in each BCBSTX operational area shall be responsible for complying with this Corporate Privacy Policy   
and accompanying Procedures.  

Some state laws such as the California Privacy Rights Act (CPRA) have specific requirements related to the   
potential sale of PII as defined by the law which BCBSTX must take into consideration before any sale is    
contemplated. 

Availity is a trademark of Availity, LLC, a separate company that operates a health information network to provide electronic 
information exchange services to medical professionals. Availity provides administrative services to BCBSTX. 

 BCBSTX makes no endorsement, representations or warranties regarding third party vendors and the products and services they offer. 




